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1.1. 4% Apache2.4(if * »* UNIX k5 )® T PIRE2 &4 GHE G R4
Pz SSL PR BHc B EL KWP -
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reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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(2 e

51+ % (%
AP iv L p 2 CentOS(Version 5.8-i386) 7 Linux ¥ % & 5L 5 g6 o

5.1.1 7&zw Apache % % % » ¥ 433 Apache ;’vi C& Y Yl
Apache 2.4 Web i Pﬁi%ﬁ%ﬁ A4 Apache ‘w5 973 & Web PR E #t
R PR T L AR PIRE L J@karnApache TREL I

1. rFEinApache £ 70 (T kAR FY > VRET A4 4
ps -ef |grep httpd\
P57 7 55 % Apache 2. & %% o (%25 : 12~ Apache § i< 12
lusr/local/apache24/ - ’mj) o

root@localhost:~

E=E HEE S/l SRRD JEE FhE

[root@localhost )% ps —ef|grep httpd =
root 2910 1 0 15:54 7 00:00:08 fusr/local fapache24/bin/httpd

daemon 2911 2910 0 15:54 7 00:00:13 fusr/local fapache24/bin/httpd

daemon 2912 2910 0 15:54 7 00:00:13 fusr/local fapache24/bin/httpd

daemon 2914 2910 0O 15:54 7 00:00:13 Juer/local fapache24/bin/httpd

daemon 24108 2910 0 18:11 7 00:00:01 Juer/local fapache24/bin/httpd

root 24187 5167 0O 18:25 pte/l Q0:00:00 grep httpd

[rootélocalhost 7|7

2. 434 Apache 2 44 » ¥ 7T 54 4
Vusrllocal/apache24lb|n/apachectl -Vl
TRl A ] 0 %A~ 5 Apache 2.5.6(UNIX) - (# 3£ : Apache 2 & { %
z %A » SSL 2 3% % 4% & ssl.conf ; Apache 2.2 ~ Apache 2.4 &
* » SSL 23X =% 5 httpd-ssl.conf)

root@localhost:~

EEED HEEP Rl SRS SRR iy

[root@localhost 7)F fusr/local /apache24/bin/apachectl —v
Server version: Apache/2.4.6 {(Unix)

Server built: Sep 20 2013 17:54:31

[root@localhost 7|7 I

)

ES =F‘( H 5 i 1%??"&%' BriAle ‘)’\q}: e
A d AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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3. FEik Apache I AR Z > 7 T T Jl4p £
find / -name httpd.conf

root@localhost:~

BEE HEE FRW SREO SRR By

[rootélocalhost 7|7 find / —name httpd.conf
Jroot/httpd—2.4.6/docsfcont /httpd . conf
Jusr/local fapache24/conf foriginal /httpd. conf
Jfusrflocal fapache24/conf /httpd. conf
[root@localhost 77

4. iz prig@esz P 4-(SSL_Certs) » 7 {7 T A4 4
imkdir SSL_Certs|
FATH - GORBEA AR P& KD BIBEFER Y o (FiL:
"R SR AR T AR T l1/usrllocallapache24/SSL_Certs % 5)

root@localhost:/usr/localfapachez24

ERE HEE Bl S0 oREE i

[root@localhost ~]F cd fusr/flocal fapache24/ E
[root@localhost apache24]F 1s

hin build cgi-bhin conf error htdocs icons include logs man manual modules
[root@localhost apache24]F mkdir SS5L_Certs

[root@localhost apache24]F 1s

hin cgi—bin error icons logs manual SS5L_Certs

build conf htdocs include man modules

[ root@local host apache24]# I

5.1.2 = % OpenSSL k%8

Apache 7 # 7 OpenSSL #i 8 k 2 W £4% > 7 R 7 74 £ R FIRE
AR F A 4% OpenSSL > # 44 {7 7 745 4
yum install mod_ssl openssl|
1. EPMREBAF L3E OpenSSL » Linux #- L & ATR A oh
OpenSSL » { #7= = (s ¢ &1 { A7 B j & & Complete! - -

“.‘J

AT RBRERIEL G T
A d AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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[= root@localhost:~

ERE #EE Brl SRS REE XEhh

[rooL@lccalhcsL T]= yum install mod_ssl openssl
Loaded plugins: fastestmirror, security
Loading mirror speeds from cached hostfile
* base: ftp.cs.pu.edu.tw
* extras: ftp.cs.pu.edu.tw
* updates: ftp.cs.pu.edu.tw
Setting up Install Frocess
Package openssl—0.9.8e-26.e15_9.1.1686 already installed and latest version
Resolving Dependencies
—>= Running transaction check
——= Package mod_ss1.i386 1:2.2.3-82.el5.centos set to be updated
—=> Processing Dependency: libdistcache.so.l for package: mod_ssl
—=> Processing Dependency: libnal.so.l for package: mod_ssl
—=> Running transaction check
——=> Package distcache.i388 0:1.4.5-14.1 set to be updated
—=> Finished Dependency Resolution

Dependencies Resolved

Fackage Arch Version Repozitaory Size
Installing:

mod_ssl i 386 1:2.2.3-82.el5.centos updates a7 k
Installing for dependencies:

distcache 1386 1.4.5-14.1 baze 119 k

Transaction Summary

[+]

(4]

= root@localhost:~

HEER FEEE Brl) &S0 SRE Fhh
distcache i386 1.4.5-14.1 base 119 k

Transaction Summary

Install

2 Package(s)
Uperade i}

F
Fackage{s)

Total download size: 215 k

Is this ok [v/N]: v

Downloading Packages:

{1/2): mod_ss1-2.2.3-52.e15.centos. i386.rpm | a7 kR 0000
{2/2): distcache—1.4.5-14.1.i3586.rpm | 119 kB Q000

Total 417 kBfs | 2153 kR 00200

Running rpm_check_debug

Running Transaction Test

Finished Transaglion.d

Tc Ton Test Succeeded

Running Transaction
Installing : distcache 1/2
Installing : mod_ssl 2/2

Installed:
mod_ssl1.1386 1:2.2,3-82.eld.centos

Dependency Installed:
distcache.i386 0:1.4.5-14.1

Complete!

AT AR ERRER S D
FEPHB AR o
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The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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2. FEIRBAC 5 HATE A5 OpenSSL > #p|2 package 5
~ > ¥ ¢ &1 Nothing to do -

-
T

o

[ rootélocal host ”:= yum install mod_ssl openssl
Loaded plugins: fastestmirror, security
Loading mirror speeds from cached hostfile

* base: ftp.cs.pu.edu.tw

* extras: ftp.cs.pu.edu.tw

* updates: Ttp.cs.py,edis bt
Setli nstall Frocess
ackage limod_ss1-2.2.3-82.el>.centos.i388 already installed and latest version
<::: Fackage openssl—0.9.8e—26.e15_9.1.1i686 already installed and latest version
[ Nothing to do

)
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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522% " &4k

5.2.1 4 77 54y £

lopenssl genrsa -out /usr/local/apache24/SSL_Certs/server.key 2048|

(a4 F 6 2830 BEZA R oUt T 5 A2 ks E )

root@localhost:~

e HEE BTl SRS SRR REH

[root@localhost ~)7 openssl genrsa —out fusr/local fapache24/SSL_Certs/server.key 2048 E
Generating RSA private key. 2048 bit long modulus

e is 63537 (0x10001)
[root@localhost )7 I

=& 3dp 4 1 ¢ lusrl/locallapache24/SSL_Certs p &+ 2 2 f % ¢

# s serverkey ¢72048 =~ & & RSA £4g#h > #* > T H{EZF &

root@localhost:/usr/local/fapache24/55L_ Certs

EEE EEE BEnV SRED SRR :ihhh
l————BEG IN RSA PRIVATE KEY————
MTTEpATBAAKC AQEArB2 [s4EP JKPYh+EVU v 1 c JapEx533T1GCD3z 05 [wmNaWia0X
21d9bKCM4c A9 rMI rThmYeNDW2DEG+mi wl mEWTAL16Lc TyZol ToKO6TCny EGOOM
1HEMIdPmrAgtoEn] LndVgy J4Z f T ba9EX toUB0UwE0Bhec CR3c DRaphT /T+ubmXi s
mHHz k3L Awi OGWALTCHAS534qwt KWy VaNTYATMXgxFhVwro Lye WIv Q44701 y JVZXmE
AlrcNUh4NpAUowgWaP19Upf9Av / J4BRGbZ PegOE 3z 10RU Ly i3qgbr [LMOO2d0s
Wi ipnSth3PThdOCNT x PEEOVECGwEwKGTms Ew I DAQAB A0 TRACBOTt Ny fOWr 1z +k
e3T43L2KT1 MaWGHHASK i R ipRz Yd TH+1 THCgK Vetms yr I VATKHVSG /81 NOpC3pnlh
wanDSNoo8WTTpfoi R3/4ymCsbwl /3 36MP1 8L Av+y p BRbMd yOkfug+/sN2cEPTYh
9/R1S7YILeg IKnn@bCUGq fOk/FeT10dreqti 04951 e MF+xQ2XP9 [5Hi q3vxLB4CTC
Kaevz VLEXtQKSo9Sv2ZuFFreqgmgNBHKBIUDaT Imi FoR jc Cdvvaldz 1 TLIggOWWT gkk
xpxpF1Ei vhShYPEVZDG2VDemVutz SvOPYyWLHT re HrXYeci r33VowRFA 379novvaV
C+1bwRECEYEAZ+hJEUCzz ++i xW 0z auxduglqEPG2N+d TUSRhKEGCEmwdqul 230k
iWtMmGpAZ /KR 1Edf+Xi REGT 2698 r)Ez rEBqty851 ImFgnan,/+AeGx+vinDpZ 13F
JEFRORIwT /61 53HARgGYBSDaN ] 3doMdSCEoxz MAQLLS /Gdemswl31 BkCg YEAYFOy
uS1MIHHxaNFc ERUShu+WT jurkl wleVLT45h3 TFoLSkSQUST+5g7 1 h/E0j6HpLefh
T+R1WBL4 A JGERWNEH I Py vewlDXVRT /2 pgz vdeMFCkrpCz Zc [ COwWFRWZL jRW Tcg e
s1FBEz PCd2/40qUy Ve POvgd At5Ri VpskugCarvsCe YEAL /SXtycakWBTtegf 5Kz N
SMTAXv Tuz210c18ng2oD7dMrSVHEDT 2kWbmkhbNTFSF153M,91 x7s YDeg PDwhpMednP
VHPSuT75Tonc6MaeyEaGi aNAGF IMEMaBZ YyCVQDnKe xJ2qXCOT JThrrDie58sRoYDi
R/yigWik+ctHpJ2XHVNyhYkCeYEAKYnASmZ g+aBKboz Ei UFVRYJ6641 ER3zV /2 Kb
GyzvDtrImgzaTaEz wk+1 AZ3Dgek960Wmh A4u3x TOOWMMEEvLFTNwz fEe TLhFPUDC x
tEPD15bpuJET04LdPz 3Rh4m3D0AAZm I VL CD5+q 1602 +Fi 33LVKRC A1 phgvTJuYby
Sy AkcEkCeYAEBLETY AWt ZD5XugKf+nGFX2c+snTicovgNEquaXxZ6Li WEXJ0i6n
U1 xrwiniqdOuVANTZAXMeNYexXTeDNJdCyKPACSt35Nvag tRE3YEL i hBE+Hul W5t
MeZ2rVUfz SNz FIkNTxeR1 hYhNbOSDy41oFabUNI gwzYvila lyLhwl{==
————— END' RSA PRIVATE KEY———
"server.key” 27L. 1679C

Y4

RFOR S LA RERER R G LS
FIERHEBANEF o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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53 224 T&#EF F4H(CSR)

5.3.1 4 77 545 £

lopenssl req -new -key /usr/local/apache24/SSL_Certs/server.key -out |

lusr/local/apache24/SSL_Certs/server.csr]

(4 4 F 6 ik F R RS AT -key Ty TEPRE T Z 5.2 & A 2

LR o -out i A4 hCSR ki)

root@localhost:~

HEP HEE BR\ SRE0 oREE Fih

[rootalocathost ~]% openssi req —new —key fusr/local/apache24/SSL_Certs/server.key —out[+]
Jusr/local fapache24/SSL Certs/server.csr

You are about to be asked to enter information that will be incorporated
into vour certificate request.

What vou are about to enter is what iz called a Distinguished Name or a DN.
There are gquite a few fields but you can leave some blank

For some fields there wj ]

[f you entgpe—r"" the field will be left hl&n'.

funtry Name (2 letter code) [GB]:TW

State or Province Name (full name) [Berkshire]:TAIWAN
Locality Name (eg. city) [Newbury]:TAIPEI
Organization Name {eg, company) [My Company Ltd]:TWCA
Organizational Unit Name (eg., section) [ ]:SYSTEM
Common Name {(eg. your name or your server's hostname) [ ]:www.twca.com.tw
Email Address []:

Please enter the following "extra’ attributes
to be sent with vour certificate request
A challenge password [ ]:

An optional company name []:

o |

BRI BEN G P 4T
A 2 8 B (e TW) 2
|Country Name (2 letter code) (GB]: TM

w1 ] (de TAIWAN) > %3
|State or Province Name (full name) ( Berkshire ] : TAIWAN

Frdi o7 8339 (4o TAIPE) %35
LLocality Name (eg, city) [ Newbury ) : TAIPE]|

B~ e LA (e TWCA) » 2 3f
Organization Name (eg, company) [ My Company Ltd ) : TWCA|

)

#‘:F‘(#’] ® i’? PR RE IR 'ﬁ R
FIERHEBANEF o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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7 ﬁ;f] »H > L4 (4 IT ~ SYSTEM) »
Organizational Unit Name (eg, section) [ J: SYSTEM|

;ﬁ—ﬁi%l *F O P AR e B ehle sk AL (4 www.twea.com.tw) o 2 s
|Common Name (eg, your name or your server’s hostname) ( ]: |

’www.twca.com.tw|

i~ ¢ 4 R Email o ¥ 2
Email Address [ J:

GER AT A B ER T I 4 Enter 7
Please enter the following ‘extra’
to be sent with your certificaterequest
A challenge password [ ]:
An optional company name [ ]:

root@localhost:/usr/local/apache24/S5L_Certs

EEE HEE Bnl SRED REER Kby
I————[%[iﬁ IN CERTIFICATE REQUEST——
MITCr JCCAZYCAQAwaTELMAKGATUEBRMCVFc xDe ANBgNVEAg TE1 RESVABT JEPMAOG
A1UEBxMG TUEVINGOwCwYDVEQKEWRUVONBMQSwDAYDVQALEWZ TWYNURUO xGDAW
BgNVBAMTDAd3dy30d2NhLmNv bS50dz CCAS TwDAY KeZ Thve NAQERBQADg g EFADCC
AQoCggEBAKwdi LOBDdy 32 1 vFVHTA35XCWgRMed+5Rge 989K M jaF jKNFapXTiyg
JOHAPYqz Ja04Zml 1Ywl tgdxvposJLhFk355ei 308ma. Jcbx._]uLl\pSh\ JJTPDCXT
SqwkraBJ955y VasieG 322vRFTaFPNFMEPdAYX Ake X AwWa YU /+/re51 4rThx850S
wM [ jhluCOwh+EueKslS1r le TWAOz FAMRY Ve KE6Nonl 4 b2ZEOOGANC i VIVIvACK3DV]
eDalFEMKT uT9f VEX QL / 4+ AURME TS0 NB I 89dEVLe 3 3096066 yCz EDtnd LMF1 k 167
SLYeT04XdA3e8T,/C 31 VwhsCsChkr BMC AwEAAa AAMAOGCSqGS ThADQERBAUAAL TR
AQACHMz SLESv2G im/RWi NUAWKGOEz ¢ f Yed s3tr1 FBda jZ rCBxz 1008Kvni 0 j3d0g
04G50y ILBFVkawkbPowi 1EqCG7qdSDAmpmhaFQugletied T k2 Ywv AN IDivEHE/RE
gu/kf /2 hBSxVaJTSpgFO0g /C1v IRNpXw I NTy40hNOKN+Z000GSAbFi u2k TuRDi TR
y12avigVE3eDibCaNvnl rYvEx XP) TSNEwuESVQd TgvZ /meF 1y JFpVi+
LSumNNdPtEby0AQ Tz 38+1 yfmsh21 LHtrEnE2ZXH 1 EnSINSUIvVT SpreVdAPSQL 3
yPudaRb0Ohf jFkoNwIrEBIPVE
————— END CERTIFICATE REQUEST———

)

#\;‘F‘(#‘] .‘é %l? kﬁ’é‘p.u;& Al\’ﬁ LA
AEedEagr .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.4 #-4] (743 e ;’é‘_;—j.!—}‘»i}é,(CSR)l [
541 ¢4 TWCA #:£(1)

@83 427 FF https://www.twca.com.tw
S-E[8 3 IRH o BHiE [SSL 16 ] -

e & https/t {ev.worklohas.com,

-ad BB o
W TWCA - ERIEREDE - 5.
TWCA BREA V BIHE V  E&EN THEE &EE ENGLISH
E R R R R
EV SSUER:E Rl ) MEBSHE MRk
POMBRR S8 (FE

MErXEMENSH BERELRMARK APfEIfR3E B RE RAfIBR 22 Bl &8

AR H — F

2 WWVID

& snEARD

ATHLLRRRRELFG A
FEmd A o

)

L2 MA AEEGHT 0 A ABBART AFH 4 AGE > FEAER

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.4.2 i % TWCA % :(2)
¥4r? 3 EVSSL IR EK# - 385 EV SSL K-
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™ BEER | TWCA - BREE

I SSL&E

0 EV SSL&:=

EEEEL

I et aRE

B ARS B ERH RS A EEED

)

AT AR eRRER P D
XiEPHB AN o

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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5.4.3 i # TWCA # ::(3)

ETE

REHm ATE > @ CSR-

§ L3 CSR(WEB)

EEEREERIE(CSR)
EREERZ VREIREFM E4REERE(CSR) - FMEUSAKRE02-2370-8886#9 743 ©
EEREERIE(CSR)E

FERFCSRUAFH A REFRAER (BHEERBHCertreq.txt) # > SELUASCIBIX F/RER (EFE)
REIRILAE - FRAEEAXEEERE (MMWORD) BIR > EREMFEMIAXFHBIIES RIEHFTT o

o BEEFEREE (CSR)
LAFACSRIZEZEMARE R © ——BEGIN NEW CERTIFICATE REQUEST—
MIIBJDCBzwIBADBGMQswCQYDVQQGEwWJUVZEPMAOGALU
ECBMGVEFJVOFOMQ8wDQYDVQQHEWZUQUIXQU4xXDjAMB
gNVBfwefEg,uhYUGJ84DWgbyGYGYVQQLEWJJVDECMBoGA1U
EAXMTbGFiMzAwLnRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAAOsAMEgCQQDYdmRIMVXzUCIzOE6WWO0ggZRpZ
giJfHCa2diLHQq69SMUmMLXNdnaVQnl4pkgPolgNvKvOTKRTtac
LnfimWxuUHUHUulihihiluHLUIHUILHhkiGO9w0BAQQFAANBAIIG
Svezs+LzMP1clybwTE4784HIZUbibZhXNg6L90H09CIHpDXD
duwd01q42V5xCmasPCImklrilTX4BYr5qzY= ——END NEW CERTIFICATE REQUEST—

EFCSRIERPHABERE THANERS  FEEUNHEEERIE T----BEGIN NEW CERTIFICATE
REQUEST-----1 % I-——END NEW CERTIFICATE REQUEST---—1 BIE&EXF ©

5.4.4 bkt &R FHh

Bz 5.

CERTIFICATE REQUEST-----) » #-# 14+ 2 & F4% (CSR) p

5

3F &AL B RAL - I 2E AU 0 S (CSR A

i —iE R

] -

o [ERUREREE (CSR)

UTFACSRIEZEMAEEF © —BEGIN NEW CERTIFICATE REQUEST—
MIIBJDCBzwIBADBgMQswCQYDVQQGEwJUVZEPMAOGALU
ECBMGVEFJVOFOMQ8wDQYDVQQHEwWZUQUIXQU4xDjAMB
gNVBfwefEg,uhYUGJ84DWgbyGYGYVQQLEwJJVDECMBoGA1U
EAXMTbGFiMzAwLnRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAA0SAMEgCQQDYdmRIMVXzUClzOE6EWW0ggZRpZ
giJfHCa2diLHQq69SMUmLXNdnaVQnl4pkgPolgNvKvOTKRTtac
LnfimWxuUHUHUulihihiluHLUIHUILHhkiGOWOBAQQFAANBAIIG
5vczs+LzMP1clybwTE4784HIZUbibZhXNg6LIOH09CIHpDXD
duwd01g42V5xCmasPCImklrilTX4BYr5qzY= ——END NEW CERTIFICATE REQUEST—

2Kk7q+NgpSIUj9kyT41MZJ6rKQolvgrM30wArlystvirASXJKZHszeVPT5FER5a0
Q/Zm35L6mEY9iUy30R8/cbqQsvTXeeZb464uvK56 FD1f7TFOGGRSFLVrdKP8TGXTEC
D2vkD75Y6t/BLBeaxNSDf6wjaaWlYwmKOi90jv47fSGL6JgaXCloZZA8rVUDdh5k
jkYoBCI7J2cwKdyRvY5/uigNGfrHgPdo4RtvTlbgQaTvTp5SxTZKuWguf3B6oNPKA
0dqB60227bwFsyTW8fpmKgJECS0J0bc+fUUiXudC7Tm4wREDGEBmMIABP3y8bTxrtw
we4hPuTONcvMzHzgtw==

————— END NEW CERTIFICATE REQU EST————{
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5.6 % 7_SSL -7\

KepZ XL PP XX TLSSLBAEE SSLARLE ¥ » R ET PG 2

7“1\?'
c

5.6.1 ¥ iE/usr/local/lapache24/conf p 4% 1 httpd.conf 4 %

5.6.1.1 §* » SSL #-ie
#% "mod_ssl.so; 3¢ - ¥HIH P h
LoadModule ssI_module modules/mod_ssl.so 4p 4 » 4o% 45 4 % 5 #
FEL SR £ AHF RS

= root@localhost:/usr/local/apache24/conf

wEE REE Bnl SRl oRE Fhd

FLoadModule proxy_module modules/mod proxy.=o

FLoadModule proxy_connect_module modules/mod_proxy_connect.so
FLoadModule proxy_ftp_module modules/mod_proxy_ftp.so
FLoadModule proxy_http_module modules/mod_proxy_http.so
FLoadModule proxy_fegi_module modules/mod_proxy_fcgi.so
FLoadModule proxy_scgi_module modules/mod_proxy_scgi.so
FLoadModule proxy_wstunnel _module modules/mod_proxy_wstunnel.so
FLoadModule proxy_sjp_module modules/mod_proxy_ajp.so
FLoadModule proxy_balancer_module modules/mod_proxy_balancer.so
FlLoadModule proxy_express_module modules/mod proxy_express.so
FLoadModule session_module modules/mod session.so

FLoadModule session_cookie module modules/mod session_cookie.so
FLoadModule session_dbd_module modules/mod_session_dbd.so

T OuLe slotmem_shm_module  mod slotmem_shm. =0
< :Ioad.‘-l-;:udule ssl_module modules/mod_ssl.so
B TaTunarn g na N e T modules/mod_lbmethod_byrequests.so

FLoadModule 1bmethod_bytraffic_module modules/mod_lbmethod _bytraffic.so
FLoadModule 1bmethod_bybusyness_module modules/mod_lbmethod_bybusyness.so
FLoadModule 1bmethod_heartbeat_module modules/mod_ibmethod_heartbeat.so
LoadModule unixd_module modules/mod_unixd.so

FLoadModule dav_module modules/mod dav.so

= root@localhost:/usr/localfapache24/conf

EEE HEEP Brl SRRSO LR FHhhH

FLoadModule proxy_module modules/mod_proxy.so

FLoadModule proxy_connect_module modules/mod_proxy_connect.so
FLoadModule proxy_ftp_module modules/mod_proxy_ftp.so
FLoadModule proxy_http_module modules/mod_proxy_http.so
FLoadModule proxy_fegi_module modules/mod_proxy_fcgi.so
FLoadModule proxy_scgi_module modules/mod_proxy_scgi.so
FLoadModule proxy_wstunnel _module modules/mod_proxy_wstunnel .so
FLoadModule proxy_sjp_module modules/mod_proxy_ajp.so
FLoadModule proxy_balancer_module modules/mod_proxy_balancer.so
FLoadModule proxy_express_module modules/mod_proxy_express.so
FLoadModule session_module modules/mod_session.so

FLoadModule session_cookie_module modules/mod_session_cookie.so
FLoadModule session_dbd_module modules/mod_session_dbd.so

ZlesadierdrieTITT Tt od_slotmem_shm. so
Ioadﬂodule ssl_module modules/mod_ssl.so
eetiladule dhpethod hyreguccte—pemtertr modules,/mod_1bnethod_byrequests. so

FLoadModule 1bmethod_bytraffic_module modules/mod_ibmethod bytraffic.so
FLoadModule 1bmethod_bybusyness_module modules/mod_lbmethod _bybusyness.so
FLoadModule 1bmethod_heartbeat_module modules/mod_Ibmethod heartbeat.so
LoadModule unixd_module modules/mod_unixd.so

FLoadModule dav_module modules/mod_dav.so

LoadModule status_module modules/mod_status.so

| A LY PN T PRI L.i L R N | PR
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FIERHEBANEF o
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5.6.1.2 §* » #f *h ek F 4 httpd-ssl.conf
% httpd-ssl.conf (httpd-ssl.conf & A% E_f # SSL cdp b % ) »
¥ 35 3|2 ¢ Include conf/extra/httpd-ssl.conf 3 4 » do%kdp 4 5 5 #
FHL o FRRzdn £ W IHT 5L ‘T e

root@localhost:/usr/localfapachez2d/conr

ERE REE Brl SiEED oRE iy

# Configure mod_proxy_html to understand HTMLA/XHTML1
<[fModule proxy_html_module=

Include conf/extra/proxy—html.conf

</ 1fModulex

% Secure (SSL/TLS) coppections

< a!ncl ude conf/extra/httpd-ssl .CGHD

% Note: The following must must be present to support
it starting without S5L on platforms with no fdev/random equivalent
but a statically compiled—in mod_ssl.

<[ fModule s=sl_module=
S5LRandomSeed startup builtin
S5LRandomSeed connect builtin
=/ 1fModul e

root@localhost:/usr/localfapache2d/conf

#EREP HEE BRW SRS nEE HEE

# Configure mod_proxy_html to understand HTML4/XHTML1
<[fModule proxy_html_module=

Include conf/extra/proxy—html.conf

</ IfModule=

=% Secure (SSLATLS) copnections

< “nclude conffextra/httpd-ssl .c@

7 Note: The following must must he present to support
i starting without SSL on platforms with no fdev/random eguivalent
ki but a statically compiled—in mod_ssl.

<[fModule s=sl_module=
SSLRandomSeed startup builtin
SS5LRandomSeed connect builtin
</ IfModule>

FEiu % hitpd.conf p it s B R T RE GRS o

Y4

AFR G R B RERER DG LD
A d AN o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
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SSL 7 F % #c 16 3 Apache2. 2 IR B4 (7 £
5.6.2 smif/usr/local/apache24/conflextra p 4™ 5 httpd-ssl.conf 4 %
5.6.2.1 gz * SSL # it
##& TSSLEngine ; 3 ¢ » #4538 ¢ chiy £ SSLEngine on / off -
SSLEngine on # 77 g SSL#* il » 4w % 7 42 * SSL jr#-on i< off
TE GRS on

root@localhost:/usrflocal/apache2d/conf/extra

ERE #HEE a0 SRS SEEB KEH

7 General setup for the virtual host
DocumentRoot " fusr/local fapache24//htdocs”
ServerName www.example.com:443

Serveridmin youdexample.com

ErrorlLog " fusr/iocal fapache24//1ogsferror_log"
TransferLog " fusr/local fapache?4//1ogs/access_log"

S5L Engine Switch:
Enable/Dizable 551 for this virtual host.
SLEngine on

Server Certificate:

it Foint S5LCertificateFile at a PEM encoded certificate. If

it the certificate is encrypted. then you will be prompted for a
id pass phrase. Note that & kill —HUP will prompt apain. Keep

5.6.2.2 3% T _SSL i 423
% Tlisten ; 3¢ » #3548 ¢ ehip £ Listen 443 » 443 Port A_
SSL(https)#* it en7pk Port > 4r% 2%k 2 52 H ¥ Port £ 2 ek 2> &
Pl- 2R s 443 77 o

root@localhost:/usr/local/apache2d/conf/extra

EEE FEE Bl SRETD oER FEE

When we also provide S5L we have to listen to the
standard HITP port {see above) and to the HITPS port

Note: Configurations that use [Fv6 but not IPvd-mapped addresses need two
Listen directives: "Listen [::]:443" and "Listen 0.0.0.0:443"

<:::: !ichn 443 >

7= 53l Global Context

Tz A1l SSE o copfiguratiop ip this coptext spplies both to

RFOR S LA RERER R G LS
A d AN o
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5.7.1 Apache % % SSL %P € & * 3| = fih % ¢
® 523 &7 % SSL FIRE &4 serverkey |
® 553 & niPIREIGEMN server.cer
® 553 &m#a? #E %K, Tuca.cer
4% < ¥ %2 %% 1 lusrllocallapache24/SSL_Certs 7 47 (2 " 7 4
TR AT
5.7.2 ,f‘ﬁniﬁlusr/IocaIlapache24lconflextra P 4% 0 httpd-ssl.conf 4 %
5721 % £ R ERE
% T SSLCertificateFile ; 5 ¢ - ¥ 15 | 2 ¢ 1 SSLCertificateFile
R PR TESSL PIRBIEHE F R ERE > 52 571 F &4
ERRBRART RED ST T sAzk o

b-H

root@localhost:/usr/local/apache2d/conf/extra

ﬁ$® iFEE BTN SREED SEE R

Server Certificate:

Point SSLCertificateFile at a PEM encoded certificate. If

the certificate is encrypted, then you will be prompted for a
T pass phrase. Note that a kill —HUP will prompt again. Keep

7 in mind that if you have both an RSA and a DSA certificate you
¥ can configure both in parallel {to also allow the use of DSA
% ciphers, etc.)

% Some ECC cipher suites (http://www.ietf.org/rfc/ricddd2, txt)

i require an ECC certificate which can also be configured in

= e 1
o = )

(5sliertificateFile " fusr/local fapache24/SSL_Certs/server.cer
TS IO i = A PP L apacheddileapimlemrrer=0ss,. c 't
ma5lCertificateFile "fus“flocalfépachc34ffconffsc*tc*—ccc crt”

5.7.2.2 % % SSL WK E & 4%
#% T SSLCertificateKeyFile ;| 58 » #3572 ¢ &
SSLCertificateKeyFile % %> #* 3% . §_SSL #IRE £ 4% 5 *x % B
Eo ST R EME F BRI B EGT T o4

root@localhost:/usr/local/apache2d/conf/extra

e WEE BAnl S SREE R

Server Private Key:

IT the key is not combined with the certificate. use this
directive to point at the key file. Keep in mind that if

you ve both a RSA and a DSA private key vou can configure
hoth in parallel {(to also allow the use of DSA ciphers, etc.)
LGSV et Use ., CEN BLE0 DE CONLIouroo T lle
SlCertificatekeyFile " fusr/local fapache24/S5L_Certs/server.key
55l eI reteehide— fucr M acal Sapache o Ll e e r=TTe  hey”
#55LCertificatekeyFile "fusr/local fapache24//conf/server—ecc.key"

Server Certificate Chain:

Foint SSLCertificateChainFile at a file containing the
i Li £ D H 1 A i fi 1 ded ! L Ll

)
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% [ SSLCertificateChainFile |, 8 » ¥ 453/ H ¢
SSLCertificateChainFile 3 %> s 3% %8¢ &% 5 % 2 R > 3
% 5.7.1 F &4 % 5 B SR T B {8 i T & ek o

root@localhost:/usr/local/fapache24/conf/extra

ExEE HEE Bl ERtED oRE Rl

Server Certificate Chain:

Foint S5LCertificateChainFile at a file containing the

7 concatenation of PEM encoded CA certificates which form the
7 certificate chain for the server certificate. Alternatively
i the referenced file can be the same as SSLCertificateFile

fid when the CA certificates are directly appended to the server

i Ll =TT ONVE L C L .
SlCertificateChainFile ",-fusr',-'rl-;:ucalf&paclﬂei4;"55[._€e@

% = lhttpd-ssl.conf ; p F XK 28 GMHE > TR 2QFEL L -

5.7.3 & #1kx#» Apache FR7%*

€ atfcd = v ik~ 5.8 & 5 H%iw SSL # iy o

root@localhost:~

EEE HEE R SRED oRE X

[ rootélocalhost ~]F fusr/local fapache24/bin/apachect] restart =
[ rootélocalhost ~]F
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